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ABSTRACT 
A Wireless Sensor Network (WSN) can communicate the information through wireless devices. WSN consists 

of base stations and wireless sensor nodes. These networks are used to monitor various condition are sound, 

pressure, temperature and cooperatively pass data through the network to the main location. The functionality 

parameters of a sensor are energy consumption, computational speed rate, bandwidth, memory. In this paper, it 

embraces application of WSN, types of WSN, security issues and security mechanism. 
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I. INTRODUCTION 
A wireless sensor network is the large number of sensor nodes where each node to detect physical phenomena 

such as light, heat, pressure, etc. Nodes are the tiny sensor network which works jointly to form the networks. It 

has controlled the capabilities of computing & processing. The WSN used to accomplish the network and make 

the sensors work together of the network. In fig(1.1) main components of WSN are nodes, gateways, and 

software. The distributed measurement nodes interface with sensors to monitor their environment. The gateway 

is used to communicate between the wireless and wired medium that can be collect, process, analyze, and 

present the measurement. Routers are a measurement of the node can use to extend distance and 

reliability.WSNs is collect information method to build the data and communication with the system which will 

improve the reliability and efficiency of the sensor systems. WSNs feature easier development and flexibility of 

the system and rapid technological development of sensors 

 

 
FIG.1 .1   Component s  o f  Wirel ess   Sensor  Network  
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II.  APPLICATIONS OF WSN 
The WSN is  used  in  many f ie lds such as hea lt h app l icat ions,  environmenta l app l icat ions,  

area monito r ing,  environmenta l/ear th sens ing,  indust r ia l mo nito r ing  as shown in f ig(2.1) .  

 

 
FIG.2 .1   App li cat ion   o f   WSN  

 

Health Care Monitoring:  

In t he syst em,  senso r  networks fo r  med ica l app licat ions can be o f severa l t ypes  t hey are  

implanted,  wearable,  and  environment -embedded.  T he implantable  med ica l devices used  

on ins ide the human body.  Wearable devices are used on the body sur face o f a  human.  The  

app licat ions inc lude body pos it ion measurement  a  locat ion o f persons,  overa ll monitor ing  

o f il l pat ient s in hosp it a ls and at  homes [1][2].   

 

Environmental/Earth Sensing:  

The environmenta l senso r  is  main ly used fo r  det ect ing the Forest  fir e  det ect ion,  Air  

po llut ion mo nito r ing,  lands l ide det ect ion,  water  qua lit y mo nito r ing,  and natural d isast er  

prevent ion.  Forest  fire  det ect ion is u sed to  det ect  fire  in  t he fo rest  t hrough the senso r 

nodes.  Air  po llut ion mo nito r ing is t o  mo nito r  t he  concent rat ion o f dangerous gases fo r  

c it izens in  severa l c it ies.  Lands l ide  det ect ion det ect s t he s l ight  movement s o f so il and  

changes in var ious parameters t hat  may occur  befo r e or  dur ing a lands l ide.  Water  qualit y  

mo nito r ing is  used  to  ana lyz ing water  propert ie s in  dams,  r ivers,  lakes,  oceans as we l l a s  

underground water  reserves.  Natural d isast er  prevent ion is an act  to  prevent  t he  

consequences o f floods [1][5].  

 
Industria l Monitoring 

The indust r ia l mo nito r ing  is u sed to  sens ing  the machine  hea lt h mo nito r ing,  wast e water 

mo nito r ing,  dat a center  monito r ing,  st ructural hea lt h  monito r ing.  The  machine  hea lt h  

mo nito r ing  sensor  networks have been deve loped fo r  machiner y cond it io n - based  

maint enance as cost  savings and enable new proposal.  The wast e water  moni to r ing the  

qua lit y and  leve l o f water  inc ludes many act ivit ie s such as check ing  the qua lit y o f 

underground sur face  water  and ensur ing a count ry’s  water  infr ast ructure fo r  t he benef it  o f 

bo th human and animal.  I t  may be used  to  prot ect  t he wast age o f water .  The Data center 

mo nito r ing  due to  t he high dens it y o f se rvers racks in  a  dat a center ,  o ft en cabling and  IP  

addresses are an issue.  The  st ructural hea lth  mo nito r ing can be used to  observe  the  

cond it ion o f c iv i l in fr ast ructure and connected to  geophys ica l processes c lose to  rea l t ime  

and over  long per iods through dat a logg ing,  us ing appropr iat e ly int er faced sensors[6][7] .  
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Area Monitoring  

Area mo nito r ing is  a  co mmo n app licat ion o f WSNs.  In area mo nito r ing,  t he WSN over  a 

reg ion where so me phenomenon is to  be mo nito red. The area monito r  senso rs det ect  

enemy int rus io n and geo fenc ing  o f gas o r  o il p ipe lines [2][5] .  

 

III.  CATEGORIES OF WSN  
The var ious t ypes o f wir e less senso r  network such as t er rest r ia l WSNs,  underground  

WSNs,  underwater  WSNs,  mult imed ia WSNs,  mobi le WSNs as shown in fig(3.1) .  

 

 
Fig .3 .1  Types  Of  WSN  

  
Terrestria l WSNs  

Terrest r ia l WSNs co mmunicat e t he base  st at ions  and wire less senso r  nodes ar range e ither  

in  unst ructured o r st ructured manner .  In an unst ructured mode,  t he senso r  nodes are 

rando mly d ist r ibuted within the t arget  area that  is  dropped from a fixed p lane.  The  

st ructured mode used as opt imal p lacement ,  gr id  p lacement ,  and 2D,  3D p lacement  mode ls  

[2] [6].   

 

Underground WSNs  

The underground wire less senso r  networks are more expens ive than the t er rest r ia l WSNs 

in t erms o f dep lo yment ,  ma int enance,  and equ ipment  cost  cons iderat ions and care fu l 

p lanning . I t  cons ist s o f a  number  o f senso r  nodes that  are concea led in  t he  ground to 

supervise t he underground cond it ions.  The in fo r mat ion fro m the sensor  nodes to  t he base  

st at ion,  add it iona l s ink nodes are locat ed above the ground [1][5][7] .  

 

Under Water WSNs  

These networks cons ist  o f a  number  o f senso r  nodes and vehic les dep lo yed under  water.  

Autonomous underwater  vehic les are  used fo r  gather ing dat a from these  senso r  nodes.  A 

cha l lenge o f underwater  communicat ion is a  lo ng propagat ion de lay,  and bandwidth and  

senso r  fa i lures [7] .  

 

Mult imedia WSNs  

Mult imed ia wire less senso r  networks have been proposed to  enable t rack ing and  

mo nito r ing o f event s in t he fo rm o f mult imed ia,  such as imag ing,  video ,  and  aud io .  In 

add it ion to  t his,  mu lt i- med ia content s  requ ire high bandwidth fo r  t he content s to  be 

de livered proper ly and eas i ly [5] .  
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Mobile WSN 

The mobile wir e less senso r  networks are much more versat ile  t han the st at ic  senso r  

networks.  The advantages o f MWSN over  t he st at ic  wire less senso r  networks inc lude  

bet t er and improved coverage,  bet t er  energy e ff ic iency,  super io r  channe l capac it y[6][7].  

 

IV.  SECURITY COMPONENTS IN WSN  
The secur it y is  majo r  cha l lenges in  WSN requ ire  secur it y pro t ect ion o f int egr it y,  

ava i labi l it y,  conf ident ia l it y,  non-repud ia t ion,  and user  pr ivacy.    

 

Data Confident iali ty  

Data confident ia l it y in  WSN impedes access o f unauthor ized peop le t o  obtain dat a which 

is one o f t he cruc ia l requ irement s in  sens it ive WSN app l icat ions.  A sensor  node shou ld  

no t  rely on the dat a der ived fro m the  environment  to  it s  ne ig hbors.  The dat a co llect ed on 

the nodes can be  ver y sens it ive,  par t icu lar ly in  mil it ar y app l icat ions.  Fur the r more,  in  

numerous app licat ions,  nodes have to  t ransmit  highly sens it ive dat a to  other  senso r  nodes 

by means o f wire less t ransmiss io n envir onment  [3] [4] 

 

Data Integrity  

Data int egr it y ensures t hat  t he message wil l no t  be a lt ered dur ing communicat ion.  A 

mal ignant  node can cause the network to  work improper ly by d isrupt ing the message[4] .  

 

Data Authent icat ion 

Authent icat ion mechanisms a id a node in  ver ifying the ident it y o f a  node that  it  is  in  

contact  with.  I f  t here is  no  authent icat io n,  a  mal ic ious  node can behave as i f  it  was a  

d ifferent  node and might  acqu ire some sens it ive dat a and a lso  hamper  proper  operat ion o f 

other  nodes.  In case only two  no des are in contact ,  authent icat ion can be achieved by 

symmet r ic key cr yptography.  Transmit t er  and rece iver  can compute the ver if icat io n code  

o f a ll t he messages sent  by a co mmo n hidden key [4][8] .  

 

Data Freshness  

In WSN st ructures,  senso rs send measur ement  dat a relat ed to  t he environment  are present  

t hrough spec if ic  t ime  int erva ls and  then a mat t er  is  t he de l iver y o f t he  measurement  

t imes.  I t  is  poss ible t hat  an at t acker  can ret ransmit  t he copy o f o ld measurement  v a lues.  I t  

is  t here fo re import ant  to  check that  t he dat a is  new.  The message packet  can be used  

dur ing encr ypt ion to  maint a in dat a freshness [3][4][8].   

 

Availabi li ty  

Availabi l it y focuses on t echnica l t er ms,  hack ing,  at t acks and mak ing the syst em capable  

o f a ll t he sources o f t hat  syst em [3][8] .  

 
V. SECURITY ATTACKS IN WSN 

Comparable  t o  any wire less network,  WSNs are su ffer ing fro m many d if ferent  at t acks.  In  

t his sect ion,  we int roduce the majo r  at t acks to  WSNs.   

  Jamming  

  Tamper ing .  

  Coll is io n  

  Exhaust ion  

  Unfa ir nes s.  

  Sinkho le At t ack  

  Sybil At t acks .  

  Wor mho les At t acks  

  Flood ing .  

  Desynchronizat ion  
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VI.  SECURITY MECHANISM 
WSNs requ ire cat egor ized as fo llows:   

  Key  Management  

  Secure Rout ing  

  Data Aggregat ion  

  Cr ypto Algor ithms  

 

Key Management 

Key management  is  focused on the area  in  WSN secur it y.  Key management  inc ludes ke y 

generat ion,  d ist r ibut ion,  ver if icat ion,  update,  and storage,  backup,  va l id  and dest roy.  An 

e ffect ive key management  mechanis m is a lso  the foundat ion o f o ther  secur ity mechan is ms,  

such as secure rout ing,  secure posit ioning,  and dat a aggregat ion [8] .    

 

Secure Routing  

WSNs use dat a t ransfer  in  mult i - hop to  t hat  each node a lso  needs rout ing d iscover y,  

rout ing  est abl ishment ,  rout ing maint enance.  Many secure rout ing networks have  been 

spec if ica lly des igned fo r  WSNs can be  d ivided into  three cat egor ies accord ing to  t he 

network st ructure:  flat -based rout ing,  hierarchica l - based rout ing,  and locat io n- based  

rout ing [3][8] .   

 

Data Aggregat ion  

Data aggregat ion is to  ensure each node dat a is  secure.  There fo re,  t he genera l processes  

o f secure dat a aggregat ion are as fo llo ws:  fir st  nodes shou ld be poss ible  to  provide the  

re liable dat a and secure ly t ransmit  t hem to  the higher  aggregat ion nodes.  The higher  

aggregat ion nodes judge the cred ib i lit y  o f dat a and do  aggregat ion ca lcu lat ion based on 

redundancy [3]  

 

Crypto Algorithms  

Cr ypto  is an a lgo r ithm used by modern computers to  encr ypt  and decr ypt  messages.  The  

cr ypto  algo r ithm has two  keys symmet r ic and asymmet r ic.  Symmet r ic means the  key wil l  

be same and it  has g iven to  ever yone.  I t  is  a lso  ca lled as publ ic key cr yptography.  The  

asymmet r ic must  be kept  pr ivat e and  it  has used  as a  secret  key.  Encr ypt ion is a  spec ia l  

a lgo r ithm to  change the o r ig ina l in fo r mat ion o f t he dat a senso r  node,  which makes  an 

unauthor ized user  no t  recognize the  o rig ina l in fo r mat ion even accessed  the encr ypted 

in fo r mat ion [3][4][8] .  

 

VII.  CONCLUSION   
WSN is  used in  var ious f ie lds  and many secur it y at t acks occur  in a  d if ferent  manner  a lso  

d iscussed.  In WSN,  the majo r  is sue is secur it y to  overcome the issues d ifferent  secur it y 

mechanis ms a lso  d iscussed in  t his  paper .  With the he lp o f t hese mechanisms p rot ect  t he 

secured dat a from hackers.  
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